NuadopmManmuoHHasA NAaMATKA 1A O0yJaOUUXCA IS pa3MeIeHus
Ha opunuaabHbix UHTEpHET-pEcypcax

C Kax/1pIM ro/IOM MOJIOJIe’KU B UHTEPHETE CTAHOBUTHCS OO0JIbIIIE, a ITKOJIBHUKY OJHU U3
caMbIX aKTUBHBIX ITOJIb30BaTeselt PyHera. Mexy TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEHM, MHTEpHET HeceT W IpobJsieMbl. DTa HMaMATKA JIOJPKHA IOMOYb Tebe
6e30I1aCHO HAaXO/IUTHCSA B CETHU.

KomnbrorepHbie BUPYChI

KomnpioTepHBIli BHpPYyC - 3TO Pa3HOBUJAHOCTh KOMIBIOTEPHBIX IIPOTPaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOU fABJIAETCA CIIOCOOHOCTh K pa3MHOKeHUIo. B
JIONIOJTHEHNE K TOMY, BUPYChI MOTYT IOBPEJUTh WM IOJHOCTHIO YHUYTOXKUTH BCE
daiiyibl U [aHHBIE, MOJKOHTPOJIbHBIE IIOJIB30BATENI0, OT HUMEHH KOTOpOro ObLia
3alyleHa 3apak€HHasg IporpaMMa, a Tak)Ke IOBPEeAUTh WU Ja)Ke YHUUTOXKUTH
OIIEPAIMOHHYI0 CHCTEMY CO BceMu daiaMyd B IeJIoM. B OOJBIIMHCTBE C/IydaeB
pacIIpOCTPAHAIOTCA BUPYCHI Uepe3 UHTEPHET.

MeTozbl 3alIUTHI OT BPEZIOHOCHBIX IIPOIPAMM:

1. Mcnionib3yii cOBpeMeHHbIE OlepallMOHHbIEe CUCTEMBI, UMEIOIIUe CEPhE3HBIN YPOBEHD
3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM,;

2. TlocrosHHO ycTaHaBnuBail mautu (1udpoBble 3aIJIATKH, KOTOPblEe aBTOMAaTHYECKHU
YCTAaHABJIUBAIOTCS C ILEJIbI0 JIOPAaOTKU MpOrpaMMbl) W JpYyrue OOHOBJIEHUS CBOeU
omnepanuoHHOU cucTeMbl. CKaumBail UX TOJIBKO ¢ OQUIIMAIBLHOTO caiiTa pa3paboTumka
OC. Ecnu cymiecTByeT peKUM aBTOMaTHUeCKOT0 0OHOBJIEHN S, BKJIIOUH €r0;

3. PaboTaii Ha cBoeM KOMIIbIOTEPE I10/] IpaBaMU IOJIb30BaTesIsA, a HEe aJIMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPELOHOCHBIX IIPOrPAMM HHCTAJLUIMPOBATHCA HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Vlciosib3yid aHTUBUPYCHBIE POTPaMMHbBIE TPOAYKTHI U3BECTHBIX IPOU3BOIUTEIIEH, C
ABTOMATUUYECKUM OOHOBJICHHUEM 0a3;

5. Orpaanub pU3NUECKUU IOCTYI K KOMIIBIOTEPY JI/Is1 HOCTOPOHHUX JIUI];

6. Mcnosip3yli BHENTHYE HOCUTENIN HHPOpMaIUH, Takue Kak dJielka, JUCcK win daiia us
VHTEPHETA, TOJAbKO U3 NPOQdepEeHHbIX UCTOYHUKOB;

7. He oTkpbiBall KoMIbloTepHBIe GailIbl, MOJIyYeHHbIEe U3 HEHA/IEKHBIX UCTOYHHUKOB.
Haxe Te ailpl, KOTOPHIE IPUCIAJ TBOU 3HAKOMBIH. Jlydllle yTOYHH Y HEro, OTIPaBJIsLI
JI1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3TO He B/ Ilepejaud IAaHHBIX, HE TEXHOJIOTHSA, & BCETO JIUIIL OpeH/|, Mapka. Eie
B 1991 romy HuzepiaHAcKas KOMIAHUA 3apeructpupoBasia bpena «WECA», urto
obo3Hauano cioBocouetanue «Wireless Fidelity», KoTOpbIli TIlepeBOAUTCA Kak
«becTpoBOIHASA TOUHOCTH.

Jlo Hallero BpeMeHM /olLIa Jipyrasg a00peBUaTypa, KOTopas fABJSETCA TaKOM Ke
TexHosioruel. dto abbpeBuarypa «Wi-Fi». Takoe HazBaHUe OBLIO JAHO C HAMEKOM Ha



CTaHAAPT BBICIIMUA 3BYKOBOM TeXHUKH Hi-Fi, 4TO B mepeBojie 03HAYaeT «BBICOKAS
TOYHOCTB».

Jla, becriaTHBIM MHTEPHET-ZOCTYII B Kade, OTeNAX U adPOIOPTax SBJISAETCS OTJIMYHOU
BO3MOJKHOCTBIO BBIXO/Ia B UHTepHeT. HO MHOruMe 3KCHEPThl CYUTAIOT, YTO
obmenocrymabie Wi-Fi ceTu He ABIAIOTCA 6€30MMaCHBIMU.

CogeTbl 110 6e3011aCHOCTH paboTe B 001ea0CcTyIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JIMuHyI0 MHGopManuio uyepe3 obmiemoctynHble Wi-Fi ceTn.
Pabotas B HUX, KeJIaTeJIbHO He BBOAUTH APOJIU JOCTYIA, JIOTUHBI U KaK1e-TO HOMepa;

2. Ucnionb3yit 1 OOHOBJIAM aHTUBUPYCHBIE MPOrPaMMBbI U Opanimayep. Tem camMbIM ThI
obe3omnacuIlb ceds OT 3aKAYKU BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonpzoBanuu Wi-Fi oTxkiatoun ¢GyHKOupo «OOmui goctyn k daiiaMm u
npuHTepam». JlanHasa QYHKOUA B3aKpbiTa II0 YMOJYAaHUIO, OJIHAKO HEKOTOpbIe
II0JIb30BATEIN aKTUBUPYIOT €€ JJis y/100CTBa UCIIOIb30BAHUA B paboTe min yuebe;

4. He ucnonb3yi nmyosmunsiii WI-FI 714 nepesiaum JIMYHBIX JaHHBIX, HAIpUMeED JUJIA
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIU B 3JIEKTPOHHYIO I10YTY,

5. Nnosb3yil TOJIBKO 3aliuileHHoe coefiuHeHue yepe3 HTTPS, a e HTTP, T.e. npu
Habope BeO-azpeca BBOAU UMEHHO «https://»;

6. B w™oOuinbHOM TenedoHe oTkIOUM (PyHKnUo «llomkiouenue k- Wi-Fi
aBToMaruuecku». He momyckail aBTOMaTHYeCKOTO MOAKIIOUEHHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBOero corsacusi.

CoruanbHbIe CETU

CoruanpbHbIE CETH AKTUBHO BXOZAT B HAIITY *KU3Hb, MHOTHE JIIOZIN PAO0OTAIOT U KUBYT TaM
MIOCTOSTHHO, a B Facebook yske 3apervcrpmpoBaH MUJLIHAP]T YEIOBEK, YTO SBJIAETCS
OIHOM CeIbMOM BCeX JKHUTeJed IUIaHeThl. MHOrue I0JIb30BaTes He IIOHMMAIOT, UTO
nHpopManus, pa3MellleHHAsd WMH B COIMAJIBHBIX CETSAX, MOXKET OBbITh HaWeHa H
HCI0JIb30BaHa KEM YTOHO, B TOM UHCJIE HE 003aTeTbHO ¢ OJIaruMy HaMEPEHUSIMHU.

OCHOBHBIE COBETHI I10 0€30IIaCHOCTH B COIMAIbHBIX CETAX:

1. OrpaHuYb CIOUCOK Jpy3el. Y TebGsA B APY3bsAX He JOJKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIIO/IEH;

2. 3ammuinai cBOIO 4acTHYIO ku3Hb. He ykasbpiBall maposu, TesnedOHBI, ajpeca, AaTy
TBOErO POXKJAEHUA U JAPYIyI0 JIMYHYI0 HHQOOPMAIUIO. 3JIOyMBIIUIEHHUKA MOTYT
HUCIOJIb30BaTh Jake WHQPOPMAIUI0 O TOM, KaK Tbl U TBOU POJUTENN IJIAHUDYyeTe
NIPOBECTU KAHUKYJIBI;

3. 3amuinai CBOIO PEMyTalHIo - IEPKU €€ B YUCTOTE U 3a7laBail cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI JIPYTHE MOJIH30BATEIN BUJIEJIH, YTO THI 3arpyskaelb? [logymai, mpexae uem
YTO-TO OITyOJIMKOBATh, HATIKCATh U 3arPy3HUTh;

4. Ecyiy Tl TOBOPHUIIIB C JIIOZIbMU, KOTOPBIX He 3HAEIIlb, He UCII0Ib3YH CBOe peaslbHOe UM
U PYTYIO JUYHYI0 HHDOPMALUN: UM, MECTO KUTEJIbCTBA, MeCTO yueObl U Mpoyee;

5. N3beraii pazmenienus ¢ororpaduii B IHTepHETE, Iie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPe/IeINTh TBOE MECTOI0JIOKEHUE;



6. [Ipu perucrpauu B COUAIBHON CETH HEOOXOAUMO HCIO0Ib30BaTh CJIOKHBIE TTAPOJIH,
cocrosimue U3 OyKB 1 udp U ¢ KOJIMUYECTBOM 3HAKOB He MeHee 8;

7. [I7a conuasbHOM ceTH, MOUTHI U APYTUX CAUTOB HEOOXOJIUMO HCIOJIb30BaTh Pa3HbIE
naposu. Torga ecyu Teb6s1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKY TOJIyYaT JAOCTYII TOJIBKO K
OJIHOMY MecCTy, a He BO BCe cpaay.

OJIEKTPOHHBIE JIEHbI'U

JJIEKTPOHHBIE JIEHIH — 5TO OYE€Hb YAOOHBIN crocob ITaTekel, OHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTSAT MOJYUYUTDb 3TU JIE€HBIH.

SJ'ICKTpOHHbIe J€HbI' IIOABHUJIMCHh COBCEM HEJAaBHO M MMEHHO HN3-3a 3TOI'O BO MHOTHX
rocygapCTBax O CHX IIOP HE IIPOIIKCAHO IIPO HHUX B 3aKOHAX.

B Poccuu ke oHE QYHKITMOHHPYIOT U O HUX Y?K€e IIPOIHMCAHO B 3aKOHE, I7I€ UX Pa3IeJIAI0T
Ha HECKOJIBKO BHUOB - aHOHUMHBIE U He aHOHUMHbIE. Pa3HuUIIa B TOM, UTO aHOHUMHBIE -
9TO Te, B KOTOPBIX paspellaeTcs IPOBOJUTh oOmepanuud 0e3 WAeHTU(UKAIINN
IIOJIb30BaTe/IsA, & B HEAHOHUMHBIX WJIEHTU(UKAIMN II0JIb30BaTessA  SIBJISETCS
00s13aTeIbHOM.

Taxke cienyeTr pasjinyaTh 3J€KTPOHHBIE (PUATHBIE AeHbIM (PaBHBI rOCYyJapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIe He(raTHbIE JJeHbI'N (He PAaBHBI TOCYJapPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 Oe30MacHON pPaboTe ¢ 3/IEKTPOHHBIMHU JIEHbaMU:

1. [IpuBskU K cueTy MOOUJIbHBIN TesedoH. DTO caMblil yZOOHBIN U OBICTPHIN CIIOCOO
BOCCTAaHOBUTb JIOCTYI K cueTy. [IpuBsA3aHHbBIN TesleOH TOMOXKET, ecIu 3a0yAelb CBOU
IUIATEXKHBIN ITapOJIb UJIX 3aU/IENTh HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnionb3yit ogHOpa3oBble naposu. [locse nepexosa Ha yCUJIEHHYIO aBTOPU3AIIUIO Tebe
y2Ke He OyJIeT yrpokaTh OITACHOCTD KPaKH WJIM IlepexBaTa IUIaTeKHOTO MapoJIs;

3. Boibepu cioxkHBIN maposib. IIpecTymHUKam OyZeT He MPOCTO YrafaTh CJIOXKHBIN
napoJsib. HaziexkHble maposiu — 5TO Hapojid, KOTOPBIE COZiePKAT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s1 CTPOUHBIE U TPONKCHBIE OYKBBI, U(PHI U HECKOJIBKO CUMBOJIOB, TAKHIE
KaK 3HaK JloJutapa, GyHTa, BOCKIUIATEIbHBIN 3HAK U T.11. Hampumep, StRONg!;;

4. He BBOAY CBOM JINUHBIE JJAHHBIE HA CAWITaX, KOTOPBIM HE JIOBEPSEIIb.
DJIeKTpOHHAA MOHTA

DJIeKTPOHHASA OYTa — 3TO TEXHOJIOTUS U IPEeA0CTaBIIEMbIE €10 YCJIYTH 10 IEPEChIKE U
MIOJIyUYeHUI0 3JIEKTPOHHBIX COOOIEHUM, KOTOphle pacHpeiesaioTcs B KOMIIBIOTEPHOU
cetd. OOBIYHO HJIEKTPOHHBIA IIOYTOBBIA SIIHUK BBITJIAUT CAEAYIOIAM 00pa3oM:
UMs_TI0JIb30BaTeIA@uMs_JioMeHa. Takke KpoMe mepefiauu IPOCTOrO TeKCTa, UMeeTCs
BO3MO>KHOCTb Ilepe/iaBaTh (haiiibl.

OcHOBHBIE COBETHI 10 He30MacCHOM PaboTe ¢ 3JIEKTPOHHOMN OUTOMU:

1. Hamo BBIOpaTh MpaBUJIBHBIM ITOYTOBBIN cepBUC. B HHTepHETe ecTh OTPOMHBIN BBIOOD
OecrnlaTHBIX IIOYTOBBIX CEPBHCOB, OJIHAKO JIydllle JIOBEPATHh TeM, KOTO 3Haellb U KTO
MepBBIN B PEUTHHTE;

2. He yka3pIBail B IMUHOU moute JIMYHy10 uHpopmaruio. Hanpumep, jryuiiie BbIOpaTh
«MY3bIKUIBHBIN_(paHaT@» uiau «pok2013» BMecTo «TeMmal3»;



3. Ucmonp3yil ABYXATAMHYIO0 aBTOPU3ANNI0. TO KOT/ia IOMUMO MapoJisi HyKHO BBOJIUTH
KOJI, IPUChLJIAaeMBIN 110 SMS;

4. Bpibepu CJIOKHBIN Maposib. 1A KaKAOTO ITOYTOBOTO SIIHKA JOJKEH OBITh CBOU
HaJIe>KHBIN, YCTOMUUBBIN K B3JI0MY I1apOJIb;

5. Eciin ecTh BO3MOKHOCTh HAIIMCATh CAMOMY CBOU JIMYHBIA BOIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Mcrmonp3yll HECKOJBKO IMOYTOBBIX ANIUKOB. [lepBbIi Aj11 4aCTHON MEPEenucKu C
azipecataMu, KOTOPBIM ThI JOBePsEIIb. DTO 3JIEKTPOHHBIN a/ipec He HAJI0 MUCII0JIb30BaTh
IIpU perucTpanuu Ha ¢opyMmax U caurtax;

7. He oTkpbIBaii haiiyibl U IPYTHE BIIOKEHUS B TUChMaX JIayKe €CJTH OHU ITPUIILTH OT TBOUX
Zipy3ei. Jlydime yTOUHH Y HUX, OTIIPABJISIN JIU OHU TeOe 3TU (aiIbr;

8. [Tocsie okoHUaHUs pabOTHI HA TOYTOBOM CEPBUCE TTEPE] 3aKPHITHEM BKJIAJIKU C CATOM
He 3a0yAp Ha)KaTh Ha «BeIATH».

KubepOysutiHT niu BUPTyaIbHOE U3/1eBaTeIbCTBO

KubepOy/utTmHT — TmpecseZloBaHHE COOOIIEHUsIMU, COAEPIKAIMMU  OCKOpPOJIEHHUS,
arpeccHio, 3allyTHBaHWE, XyJUTAHCTBO, COIHMAJIbHOE OOMKOTHPOBAHUE C ITOMOIIHIO
Pa3JIUIHBIX HHTEPHET-CEPBUCOB.

OcHoBHbBIE COBETHI 0 60pHOE ¢ KNOEePOYJIIMHTOM:

1. He 6pocaiics B 60i. JIyummii criocob: TOCOBETOBATHCSI KaK cebs1 BECTH U, €CJIH HET TOTO,
K KOMYy MOKHO OOpAaTUTHCHA, TO BHAYaJIE YCIIOKOUTHCA. Eciu Tl HavyHEIIh OTBEYATh
OCKOpOJIEHUSAMH Ha OCKOPOJIEHUS, TO TOJIBKO €ellle OOJIbIIEe PA30KIKENTh KOHMDIUKT;

2. YupaBisy cBoel kKubeppemyTaiuen;

3. AHOHUMHOCTh B ceTu MHHUMasg. CyIeCcTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKAyHTOM;

4. He cTOUT BeCTH XyJUTAaHCKUI 00pa3 BUPTyaIbHOU >KU3HU. VIHTEpHET PUKCUPYET BCe
TBOM JIEHCTBUSA U COXpaHAET UX. YIUIUTH UX OyZleT KpaliHe 3aTpyAHUTEIHHO;

5. Cob6uto/1ai1 CBOM BUPTYaAJIbHYIO YECTh CMOJIOAY;

6. Urnopupy# einHUYHBIN HeraTuB. OJITHOpa30Bble OCKOPOUTEIIbHBIE COOOIEHUA JIyUlile
urHopupoBaTbh. OOBIYHO arpeccus MpeKpallaeTcsa Ha Ha4aJIbHOU CTa/InY;

7. bau arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSAMU, B COITATBHBIX
CETSX eCTh BO3MOKHOCTh OJIOKMPOBKYU OTIIPABKU COODIIIEHUH ¢ OIIpe/ieIeHHbBIX a/IPECOB;

8. Ecimu TBI cBuneresb KubepOysutmHra. TBou JeliCTBUA: BBICTYHNUTb IPOTUB
mpecJjie/ioBaTesis, IMOKa3aTh €My, UYTO €ro JIeMCTBUSA OLIEHUBAIOTCA HETaTUBHO,
MOZIEPKATH JKEPTBY, KOTOPOU HY>KHA IICUXOJIOTUYECKAsA IIOMOIIlb, COOOIIUTDH B3POCTIBIM
0 (pakTe arpeCcCUBHOTO MOBE/IEHUS B CETH.

MobuibHBIH TeTehOH

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COZEP>KAT B cebe BIOJHE B3POCJIBIN
(pyHKIIMOHAJI, ¥ TeTlepb OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIBIOTEPAMU.



OpHaxko, CpeACTB 3aITUTHI JIJIA MTOI00HBIX YCTPOUCTB MMOKA OUeHb MaJjio. TecTupoBaHue 1
IIOUCK YSI3BUMOCTEN B HUX IIPOUCXO/IUT He TaK MHTEHCUBHO, Kak /A 1K, To ke camoe
KacaeTcs U MOOUJIbHBIX IPUIOKEHUH.

CoBpeMeHHbIe MOOUJIBHBIE Opay3€epHhI y:Ke MPaKTUUECKU JOTHAIN HACTOJIbHbIE AaHAJIOTH,
O/THAKO paciiupenne (pyHKIHOHAIa BieveT 32 OO0 OOJIBIIYIO CJIOKHOCTD M MEHBIIIYIO
3aIUIIEHHOCTb.

Jlajieko He Bce IPOM3BOJIUTENU BBIMYCKAIOT OOHOBJIEHNS, 3aKPhIBAIOIINE KPUTHUECKUE
VA3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 7151 6€30MaCHOCTH MOOMILHOTO TesiepoHa:

1. Huuero He sBJIsAETCA MTO-HACTOAIEMY OecriaTHBIM. By/ib 0OcTOpOXKeH, BeIb Kor/ia Tebe
mpeasaraloT OecrylaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIJIaTHHIE
YCIIyTH;

2. lymatii, npex/ie yeM oTapaBuTbh SMS, doro wiu Buzaeo. Tol TOUHO 3HAEIID, I7le OHU
OyZyT B KOHEUHOM UTOTE?

3. Heob6xoaumo 0OHOBJIATH OIEPAIIOHHYIO CHCTEMY TBOETO CMapT(OHA;
4. Vcniosib3y¥ aHTUBUPYCHBIE IIPOTPAMMBI JIJII MOOUJIBHBIX TeJIEDOHOB;

5. He 3arpy:kail mpuo:keHusA OT HEM3BECTHOT'O UCTOYHHUKA, BeJIb OHU MOTYT COJIep>KaTh
BpEeZIOHOCHOE NTporpaMMHoe obecrieueHue;

6. ITocsie TOro Kak ThI BBIMAEIIH C CAUTa, T/I€ BBOJAWJI JUYHYIO0 WHPOPMALNIO, 3alu B
HacTpoUKU Opaysepa u yaaau cookies;

7. Ilepuoguyuecku IpoBepsl KaKue IJIaTHBIE YCIIYTU aKTUBUPOBAHbBI HA TBOEM HOMEDE;

8. laBaii cBoil HOMep MOOMJIBHOTO TejlepOHA TOJIBKO JIIO/ISIM, KOTOPBIX THI 3HAEIlb U
KOMY /IOBEpSI€EIllb;

9. Bluetooth nmoskeH OBITH BBIKJIIOUEH, KOTZa Thl UM He MOJIb3yelnbcs. He 3abbiBait
WHOT/Ia TPOBEPATH 3TO.

Online urpsl

CoBpeMeHHble OHJIAUH-UTPBl - 5TO KpACOUYHBIE, 3axBaThIBAIOINE pa3BJleueHus,
00beIUHAIONNE COTHU THICSAY YeJIOBEK 10 BceMy MUpY. VIrpoku uccieayoT JaHHBINH UM
MUD, OOIIAIOTCA APYT C JAPYTOM, BBINOJIHAIOT 3aJ]JaHUs, CPAXKAIOTCA C MOHCTPAMH U
IIOJIy4alT OIBIT. 3a YAOBOJIBCTBHE OHU IUIATAT: IIOKYNAIOT [AUCK, OIUIaYUBAIOT
aboHEMEeHT WU MpUoOpeTaroT KaKue-TO OIIIHUH.

Bce stm cpexncrBa uayT Ha IOAJep;KaHHME M pa3BUTHE WUIPHI, A TaKKe Ha caMmy
6e30MacHOCTD. COBEPIIIEHCTBYIOTCS CUCTEMbI aBTOPU3AI[UH, BHIIIyCKAIOTCA HOBBIE TATUN
(mudpoBble 3a1IaTKU AJ14 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZLO6HBIX Uurpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOUX COIIEPHUHKOB, CKOJIBKO KpaKHu
TBOErO I1apoOJId, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3alluU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30ITACHOCTH TBOETO HUI'POBOTO aKKayHTa.



1. Ecstu pyroit UTPoK BeZleT cels MJI0X0 WU co37aeT Tebe HENPUATHOCTU, 3a6JI0KUpYH
€ro B CIIHCKe UTPOKOB;

2. Tloxkamylicd aAMUHHUCTpAaTOpaM UWIPbl Ha IJIOXOe TOBeJeHHe 3TOr0 UTrPOKa,
JKeJIaTeJIbHO IIPUJIOKUTh KaKKWe-TO JJ0Ka3aTeIbCTBa B BU/IE€ CKPUHOB;

3. He ykazsIBaii imuHy1o nHGOpMAIUIO B mpodaiijie Urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He yctanaBiuBaii HeopunaibHble TaTUYU U MOJIBL;

6. Mcrosip3yii c10°KHbIE U Pa3Hble TaPOJIH;

7. Jlaxke BO BpeMs UTPbl HE CTOUT OTKJIIOUATh aHTHUBHUpPYC. Iloka ThI uUrpaemib, TBOU
KOMIIBIOTED MOTYT 3aPa3UTh.

QOUIIIHT WU Kpaxa JINYHbIX JaHHbIX

OObIUHOUM Kpaxkell JieHer U JIOKYMEHTOB CEerofHsA Y»Ke HUKOrO He YAUBHIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTUHN 3JI0YMBIIUIEHHUKU IM€peMeCTUIUCh B UHTEPHET, U
IIPOJIOJI’KAIOT 3aHUMATHCS «IJTIOOUMBIM> JIEJIOM.

Taxk mosiBUach HOBas yrpo3a: UHTEPHET-MOIIIeHHUYeCTBAa Wik (DUIIKHT, IJIaBHAA 1eJIb
KOTOPOTO COCTOUT B IOJyUYeHUU KOH(PUIEHIIUAIbHBIX JAHHBIX IIOJb30BaTeleld —
JIOTUHOB U mapoJsieii. Ha anruiickom si3pike phishing yuraercs xak ¢pummuHr (ot fishing
— pBIOHAA JIOBJIA, PASSWOrd — mapoJib).

OcHoBHBIE COBETHI IO O0pHOE ¢ GUITMHTOM

1. Ciremn 3a cBOMM aKKayHTOM. Ec/JIM TBI IIOJ03peBaellb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIUTh aIMUHUCTPATOPaM pecypca
00 5TOM KaK MO’KHO CKODEE;

2. Vcnionp3yii 6e301acHble BEO-CAalThI, B TOM YK CJIe, MHTEPHET-MAra3uHOB U MIOUCKOBBIX
CHCTEM;

3. Mcnonp3yii ciokHbIE U pa3Hble mapoyu. TakuMm ob6pa3oMm, ecu TeOsA B3JIOMAIOT, TO
3JIOyMBIIIVIEHHUKHY II0JIy4aT JOCTYI TOJIBKO K OHOMY TBOEMY IIPO(]UIIIO B CETH, a HE KO
BCEM,;

4. Ecnu Tebs B310MaJIU, TO HEOOXOUMO MIPeAYIPEUTH BCEX CBOUX 3HAKOMBIX, KOTOpHIE
n06aBJieHbl y TeOA B PY3bSX, O TOM, UTO TeOs B3JIOMaJIN U, BO3MOXKHO, OT TBOETO UMEHU
OyZeT pacchlIaThCA CIIaM U CChUJIKU Ha (PUIIIMHTOBBIE CAUTHI;

5. ¥YcranoBu HazsexHbIN naposb (PIN) Ha MOOMIBHBIN TeledOH;
6. OTkJII0uM coXpaHeHUe 1aposis B 6paysepe;

7. He oTkpbIBaii haiyibl U IPYTHE BIIOKEHUS B TUChMAaX JIayKe €CJTF OHU ITPUIILTH OT TBOUX
nipy3ei. Jlydire yTO9HH Y HAX, OTIIPABJIS/IN JIK OHU Tebe 3Tu (halIbl.

udposas penyranus

[MudpoBas pemyTranus - 5TO HETaTUBHAs WK MMO3UTUBHAs WHGOpPMAIUA B CETH O Tebe.
Komnpowmerupymoiiada uHdopManus pas3MelleHHass B UHTEPHETE MOKEeT CEPbe3HBbIM



0oO6pa3oM OTpa3UTHCA HA TBOEH peasbHOU KU3HU. «[[mdpoBas pemyranus» - 3T0 TBOU
MMU/IK, KOTOPBIY popMupyercsa u3 nuadopmanuu o Tede B UHTEpHETE.

TBoe MecCTO KUTEITLCTBA, yuebbl, TBOe PHUHAHCOBOE MOJIOKEeHNEe, 0COOEHHOCTU XapaKTepa
¥ pacckasbl 0 OJIN3KUX - BCE 3TO HAKAIIMBAETCSA B CETH.

MHorre NoAPOCTKY JIETKOMBICJIEHHO OTHOCATCSA K IyOJTUKAIIMY TMIHOU HHMOpMAITUH B
HNuTepHeTe, HEe MOHUMASA BO3MOKHBIX MOCIeACTBUN. ThI Take HE CMOMKEIIb JIOTaJaThCs
o ToM, uTO poTtorpadus, pa3MelleHHas1 5 JIeT Ha3aJl, cTajia IPUYUHON OTKa3a IPUHSATH
TeOs Ha paboTy.

Kommentapuu, pasMmemieHue TBoux ¢ororpaduii u Jpyrue JIeMcTBUS MOTYT He
HCUE3HYTh JlaKe I0cjIe TOTO, KaK Thl UX yAaluilb. Thl He 3Haelllb, KTO COXPAHUJI 3TY
nHbOpMaINio, MoNnaja Jii OHA B IOMCKOBbIE CUCTEMBI U COXPAHUJIACh JIU OHA, a TJIaBHOE:
YTO MOJyMAaOT O Tebe OKpy:Kamwlllee JI0JU, KOTOpble HAUAyT U YBUAAT 5T0. Halitu
WH(OPMAaIMIO MHOTO JIET CITyCTS CMOKET JIFOOOH - KaK U3 J0OPBIX MOOYKIEHUH, TaK U C
HaMepeHHeM IPUYUHUTH Bpe. ITO MOKET OBITh KTO YTOZHO.

OcHOBHBI€ COBETHI 110 3aIUTe MUPPOBON pelyTaI[Uu:

1. Ilogymatii, mpex/ie UeM 4TO-TO IIyOJIMKOBAaTh U Ilepe/laBaTh y cebsA B OJiore Wid B
COLIMAJIbHOM CeTH;

2. B HacTpotikax npodusis yCTaHOBU OTPAaHUYEHUS Ha IPOCMOTP TBOero Npodusis U ero
COJIEPKMMOTO, C/IeJIall eT0 TOJIBKO «IJIS IPy3ei»;

3. He pazmemiaii u He ykaspiBail H”HGOPMAIUIO, KOTOPAasA MOKET KOT0-JIN00 OCKOPOJIATh
WJIN OOUIKaTh.

ABTOpCKOE IIpaBo

CoBpeMeHHble MIKOJIBHUKU- AaKTUBHBIE I0JIb30BaTeNN I[U(GPOBOr0 MPOCTPAHCTBA.
OpHako Jjajieko He Bce 3HAIOT, UTO M0JIb30BaHNE MHOTUMU BO3MOXKHOCTAMHU IU(PPOBOTO
Mupa TpebyeT cobIIoAeHN TPaB Ha NHTEJUIEKTYAIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTeJUIEKTyaJIbHAsA COOCTBEHHOCTH» OTHOCUTCA K Pa3JIMYHBIM TBOPEHUIM
YeJIOBEYECKOr0 yMa, HauMHasg C HOBBIX M300peTeHHMU U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOJYKTHl U YCJIYTM , U 3aKaHUMBasg KHUramu, Qortorpadusamu,
KUHO(UIBMaMU U My3bIKQJIbHBIMU IIPON3BE/IeHUAMU.

ABTOpCKUeE IIpaBa - 5TO IIpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEeHUSA
HAyKH, JINTEPATYypPhl U UCKYCCTBA. ABTOPCKUE MpaBa BBICTYNAIOT B KaueCcTBe rapaHTUU
TOT0, YTO UHTEJIJIEKTYaIbHBIHN /TBOPUECKUI TPy, aBTOpa He OyZieT HallpacHbIM, JJacT eMy
CIpaBe/l/IiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ysjabTaTaX CBOEro TPyAa, MOJIYyUYUTh
HU3BeCTHOCTH U npu3HaHue. Hukro 6e3 pa3pelieHusa aBTOpa He MOXKET BOCIIPOU3BOAUTD
ero Ipou3Be/leHHe, PpacHpOCTPAHATh, IMMyOJWYHO JEeMOHCTPUPOBATh, IPOJABATh,
UMIIOPTUPOBATh, MyCKAaTh B IPOKAT, IyOJIMYHO UCIIOJHATH, MOKA3bIBATh/UCIOJIHATh B
adupe uau pa3Mmemiats B IHTEpHeTe.

Hcnonb30BaHNE «IIHUPATCKOT0» IMPOTPAMMHOrO OOecIeueHUsI MOJKET IMPUBECTH K
MHOTHMM pHCKaM. OT MHOTEPH JAHHBIX K TBOUM aKKayHTaM 0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T/Ie YCTAHOBJIEHHBIN He JierajibHas mporpamMMma. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JIeTAIbHBIE U OecIIaTHbIE IIPOTrPAMMbI, KOTOPbIE MOKHO HANTH B CETH.

O noprase



CereBU4OK.pp - TBON TIJIaBHBIM COBETYUK B CeTHU. 37eCh Thl MOXeIIb Y3HATh O
6e30MacHOCTH B CETH MOHATHBIM U JIOCTYIIHBIM $3BIKOM, a HPU BO3HUKHOBEHUU
KPUTUUECKON CUTYaIll 0OpAaTUTHCA 32 COBETOM. A TaKKe IPUHATH yJacThe B KOHKypcax
Y CTaTh CAaMbIM IIU(PPOBBIM I'PAKIAHUHOM !



