KomnbloTepHbIii BUpYC — 3TO BpeJOHOCHasA KOMMNblOTEPHas NporpaMmma,
KOTOpas MOXKeT pa3MHOXaTbCA U MOBPEAUTb UJTU NOJTHOCTbIO YHUUTOXKUTb
¢ainbl M AaHHbIE HA KOMMblOTEpE

MCI'IOﬂb3y17I onepaunoHHble CUCTeMbI, Y KOTOPbIX €CTb YPOBeHb 3allMUTbl OT BpeOHOCHbIX NporpaMmm

PerynsipHo ycraHaBnuBai naytv u apyrue o6HOBIEHUS ONepaLMoHHON CUCTEMbI

Pa6oralt Ha cBoeM KOMTrbloTepe nofA rnpaeaMu nojib3oearesid, a He agMUHUCTpaTopa

Mcnonb3yii aHTUBMPYCHbIe NMporpaMMHble NPOAYKTbI M3BECTHbIX NMPOU3BOAUTENEN

OrpaHuyb hr3MYeCcKUI JOCTYMN K KOMMbIOTEPY /151 MOCTOPOHHUX JILY

MCI'IOHb3y17I BHeLlHWe HOCUTen VIHd)OpMaLI,VIVI TOJIbKO U3 NpoBepeHHbIX NCTOYHUKOB

He oTKpblBalt KoMMbtoTepHble haisibl, EC/IM He 3HAELLb, OT KOTO OHU




Wi-Fi — Bo3MOXXHOCTb Nepenayun AaHHbIX MeXAy YCTPOMCTBAMU Ha KOPOTKUe
AUCTaHLUU 6e3 NoMoLU NPOBOAOB. YCTPOMCTBA, NOAKIOYEHHbIEe
no 6ecrnpoBofHOI TEXHONOIUU, 0BPa3yIOT ceTb

He BBOAM Napoiv goctyna, noruHbl M Homepa Yepes obuiepoctynHbie Wi-Fi cetun

Wcnonb3ayi M 06HOBNAN aHTMBUPYCHbIE NPOrpamMmbl U GpaHamayep

Otknoun hyHKumMio «OBLLMIA OCTYN K haiiam U NpuHTepam»

He Bbixoam B coumnanbHble CeTU UK B 3/IEKTPOHHYIO NMouTy yepes obuenoctynHbii Wi-Fi

Wcnonb3yi TonbKo 3alumiieHHoe coeanHerue Yepes HTTPS, a He HTTP. To ectb npu Habope
Be6-ampeca BBOAM UMeHHO «https: / /»

He nonyckai agToMatnyeckoro nogktodeHus yctpoicte K cetam Wi-Fi 6e3 Teoero cornacus




CouuanbHble ceTu — nnatgopma, oHNailH-cepBUC U Beb-calT ansa
NOCTPOEHUsA, OTPa’KEHUA U OPraHU3aLUKU COLMASIbHbIX B3aMMOOTHOLEHU I
B UHTepHeTe. Hanpumep, BkoHTakTe, Facebook, Instagram

B APY3bAX He OO/IKHO 6bITb Cﬂy‘-laﬁHle W HE3HAKOMbIX Ntofen

He ykasbiBai naponu, TenedoHsbl, agpeca, Aaty POXAEHUS U APYryo IMUHYIO MH(OpMaLMio

3awmuan ceoto penytaumio. [Nogymai, npexxae 4eM 4To-To ony6NUKOBaTb, HAMUCATb W 3arpy3uTb

He ncnonb3ayit cBoe peanbHoe MMsi, MECTO KWUTE/bLCTBA, MECTO Y4ebbl 1 APYryIo IMYHYIO UHopMaLMIo,
Korga obLuaeLbcst C He3HaKOMbIMU JIIOAbMU

He ny6nukyii dotorpacuu, No KOTOpbIM MOXKHO OMpeneNuTb TBOe MECTOMNOJIOKEHUE

MCI'IOHb3y17I C/10XKHble NapoJiu, KOTOPble COCTOAT U3 6yKB n Ll,VId)p U C KOJIN4eCTBOM 3HAKOB He MeHee
BOCbMUH

Mpuaymait pasHble Naponuv Ans coLmanbHOU CeTH, NMoYThl U APYriX CauToB




3ne|<Tp0|-||-|b|e A€eHbrn — 310 6e3HanuuHbIe AeHeXHble cpeacTBa,
yuyuTbiBaeMmMble KpeauUTHbIMU OpraHu3auumamu 6es OTKpPbITUA 6aHKOBCKOro
c4yeTa U nepeBoAUMbIe C UCNOJTIb30OBaHUEM 3JTIEKTPOHHbIX CPeACTB nJiatexxa

MpuBSKU K cHeTy MOBUIbHBIM TenedoH. ITO MOMOXKET, eciu 3abyeLub CBOW MAaTeXHbIH Naposib
WK 3aipeLlb Ha CalT C HE3HAKOMOTO YCTPOUCTBA

Wcnonb3ayi ofHopa3oBble Naposiv, YTobbl yCUIUTb aBTOPU3aLIMIO

MCI'IOHb3y17I C/1I0XKHble MapoJinu, KOTOpPble COCTOAT U3 6yKB n Ll,VId)p 1 CO 3HaKaMU He MeHee BOCbMU

He BBOAM CBOM JIMYHbIE AAHHbIE Ha ca17|Tax, KOTOpPbIM He floBepAeLlb




3ne|<Tp0|-||-|aﬂ no4yTta — 3TO TEXHOJIOMA U cny>|<6a no nepecblJike
U NOJTYyHEeHHUIO AJTEKTPOHHbIX COO6I.I.|,eHVIﬁ MeXAy noJibdoBaTtesiIAMU
KOManOTepHOﬁ CeTHn

Hapo BbiGpatb MpoBepeHHbIM MOYTOBbIN CEePBUC

He ykazbiBai B IM4YHOW NoYTe IMYHYO MH(bOpMaLmio

Mcnonb3yi aByxaTanHyto aBTopy3aumio. 3To Koraa, MoMUMO Maposisi, HyXKHO BBOAWTL Kof, NpUChiiae-
MbIM no SMS

Bbi61pait ciioxHble Naposin, KOTopble COCTOAT M3 BYKB M LMGP 1 CO 3HAKaMu He MeHee BOCbMM

Mcnonb3yi HeckosbKo NoyToBbIX AWWKOB. OoWH — A5 YacTHOM nepenvcku. Bropon — ans pernct-
paLmu Ha chopyMax 1 camTax

He oTKpbiBal halinibl M Apyrue BIOXKEHUS B MMCbMax OT HEU3BECTHbIX Jiloaen

[ocne okoHYaHWs pa6OTbI B no4rte He 3a6y.ub HaXkaTb Ha «BbIMTH»




Kubep6ynnuHr — npecnenoBaHue coobuieHUAMU, cOAepsKaLUMU
ocKopbneHus, arpeccuio, 3anyrupaHue; XyJIMraHCTBO; COLUasibHoe
60MKOTUPOBaHUE C MOMOLLbIO PA3/IMHYHbIX UHTEPHET-CEPBUCOB

He otBeuait ockopbieHnsMu Ha ockopbiieHus, a To eie 6oJiblie pa3oXKellb KOHMIUKT

Ynpaensii ceoelt KnbeppenyTaumen

He Beau xynuraHckuin o6pas BUPTYaibHOM XKU3HM

Bnokupy# B MecceHmpKepax 1 CoLMaibHbIX CETAX arpeccopa, OT KOTOPOro He Xoyellb Nosyyarb
coobLueHns

Ecnu Tbl cBMaeTeNb KVI6ep6y}1}1VIHFa, BbICTYMNHW NPOTUB NpeciiefoBatend, NoKaXkn emMy, 4to ero nencreua
OLeHUBalOTCA HeratTuBHO, Noanep>u xXepTeay, COO6LIJ,VI B3pOCJ/IbIM O d)aKTe arpeccMBHOro rnoeeneHnA
B CeTH




CoBpeMeHHble OHJIAH-UrPbl — 3TO KPaco4Hble, 3aXBaTbiBaloLLMeE
pasBneyYeHUs, 06beAUHAIOLME COTHU ThICAY YENTOBEK MO BCEMY MUPY.
Urpoku o6lialoTcs Apyr c ApyroMm, BbINONHAIOT 3afaHUsA, CpaskaloTcs
C MOHCTPaMH Y MOJTy4aloT OnbIT

Ecnu ppyroii urpok BegeT cebs nnoxo uiu cospnaet tebe HEMPUATHOCTH, 3aBNOKUPYH ero
B CTMMCKE UTPOKOB

I'Io>+(any17|c;| aAAMUHUCTPATOPaM Urpbl Ha NJ10Xoe noeeaeHUe 3Toro Urpoka, xXenarejbHo
NPUNOXNUTb KaKHWe-To AoKa3aTe/ibCTBa B BUAe CKPUHOB

He ykazbiBalt ninyHyto MHopMaLmio B Npochaiiine urpbl

YBaxkaW LpyrvMX y4acTHUKOB WUrpbl

He yCTaHaBHMBaVI HeOCbVILI,VIaﬂbeIe natyn U MmoAbl

Mcnonb3yi cnoxHble U pasHble Naposu

,El,a)Ke BO BpeMA Urpbl He CTOUT OTKNOYaTb aHTUBUPYC. Noka Tbl nrpaellb, KOMMNbOTEP MOTYT
3apasunTb




DUIWKNHF — 3TO MHTEpPHET-MOLIEHHUYECTBO, MTaBHasA LieJlb KOTOPOro COCTOUT
B Mosly4eHUU KOH(pUAEeHLUaNIbHbIX AaHHbIX MOJIb30BaTesei: IOTUHOB
¥ naposnei

Cﬂe,D,VI 3a CBOUM aKKayHTOM. Ecnu bl nonospeBaellb, YTO TBOA aHKeTa 6bina B3/10MaHa, TO Heob-
XoanMmo 3a6110KVIpOBaTb eeun COO6LLI,VITb aAMUHUCTpATOpaM pecypca 06 3TOM KaK MOXHO CKopee

MCI'IOﬂb3yl7I 6e3onacHble Be6-Cal7ITbI, B TOM HuUcjsie UHTepHeT-MarasnHoB U MOUCKOBbIX CUCTEM

MCI'IOﬂb3yl7I C/10XKHble U pa3Hble Naposin. Takum o6pa30M, ecnu Tebs B3/10MalOT, TO 3/10YMblLL-
JNIEHHWUKHK nony4at AOCTYN TOJIbKO K O4HOMY TBOEMY I'IpOd,JVIﬂIO B C€TH, a He KO BCe

Ecnu 1e6s B310Manu, npenynpenm BCex CBOMX 3HAKOMbIX, KOTopble fo6aBneHbl y Tebs B 4py-
3bSAIX, O TOM, 4YTO TeBS B3/1IOMaNu U, BO3MOXKHO, OT TBOEro MMeHU ByLyT paccbinarb crnam U CCbIIKKU
Ha (pUILMHIOBbIE CalTbl

YcraHoBu HagexHbi naponb (PIN) Ha MobuiibHbIN TenedoH

OTKntoun coxpaHeHue naposns B 6paysepe

He OTKprBaPI dlaplﬂbl n apyrue Bno>xKeHuAa B NMCbMax OT HE3HAKOMbIX JTUL,




Lindpoeas penyrauusa — 3To HeraTMBHas UJIU MO3UTUBHasA UHGOpMaLUA B CETU
o Te6e. KomnpomeTupyrowasa nHdopmauus, pasMeL,eHHas B UHTEpHeTe,
MOXKeT cepbe3HbiM 06pa3oM OTpasUTbCA HA TBOEU peasibHOM KU3HU

Mopymai, npexkae yeM 4to-To Ny6IMKOBATL U Nepeaasathb y cebs B 610re UK B coLuanbHowM
cetu

YcTaHoBM orpaHuyYeH1si Ha MPOCMOTP TBOEro NPOhusA U ero CoAepKMMOro B CoLManbHOU ceTu
He pazmeLaii 1 He yKasbiBai MHOPMALLMIO, KOTOPas MOXKET KOro-1Mbo 0cKopbasATb UK

obwkarb
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ABTOpCKMe NpaBa — 3TO NpaBa UHTENJ1EKTyaNlbHOW CO6CTBEHHOCTH

Ha Npou3BefeHUs HayKH, IMTepaTypbl U UCKYyccTBa. ABTOpCKUe npaBea
BbICTYNalOT B KA4eCTBE rapaHTUU TOFO, YTO UHTEJIJIEKTYa IbHbIW WU
TBOpPYECKUI TPyA aBTOpa AACT eMy BO3MOXKHOCTb 3apaboTaTbh Ha pesysibrarax
CBOEro Tpyaa, NoNy4uTb U3BECTHOCTb U NPU3HAHUE

McnonbsoBaHue NMUPATCKOro nporpaMMHoOro obecreyeHns MoxeTt npuBecTtu K MHOrMM pUCKaMm:
OT NOoTepun AaHHbIX K TBOUM aKKayHTaM 00 6110KVIpOBKVI TBOEro yCTpOPICTBa, roe yctaHoBJ/ieHa
HeJlerajibHada nporpamMmma

Hukro 6e3 paspelleHna aBTopa He MOXKeT BOCNPOU3BOAUTb €ro nponseeneHue, pacnpoctpa-
HATDb, I'Iy6J1W-IHO AEMOHCTPUPOBATb, NPOAaBaTb, UMMNOPTUPOBATb, NMYCKATb B NPOKAT, I'Iy6J1VI‘-IHO
NCMOJIHATb, NOKa3blBaTb UJIU UCMOJIHATb B :-)cbwpe WNn pasMellatb B UHTEPHETE




